Unit 6 Discussions
U6D1 Is Java Safe to run on the client machine.

For standalone (non-browser based) applications on my desktop machine, I believe that Java applications are slightly safer than normal applications coded in C or C++.  All Java Applications run in the Java Virtual Machine.  Unlike C which is compiled directly into machine code, Java is compiled into Byte Code that is then interpreted by the Java Virtual Machine (JVM).  The Byte Code is checked for some security violations as it is loaded.  The JVM also checks for subscript out-of-bounds and other safety problems during execution.

For browser based applications, the same JVM is used for Applet Execution.  Applets provided by others are restricted by Java environment from writing on most areas of my hard disk and from accessing servers on the Internet (other than the server from which the Applet originated).  I use the option in Internet Explorer to warn me when a site is trying to install an Applet on my machine.  If the Applet is from a site I trust and has an up-to-date security certificate, I feel confident in allowing it to run.  If I receive a message that I site I have never heard of is trying to install something on my computer (such as an Applet), I take the option to refuse installation.
I wish Java Applets were the only security problem on my client machine. This would save me the time and trouble of installing and running my firewall, virus scanner, spy blocker, spam filter, and pop-up window blocker software.

U6D2 Explain where Active X could be most appropriately used, and why, OR explain where you

would suggest not using it, and why. Do you agree or disagree with the concept that Active X

is easy to use?
The latest edition of “Inside Dreamweaver” has a good discussion of ActiveX controls and browser plugins starting of page 603.  This discussion states that Microsoft is dropping support for browser plugins.  This means that they only approaches to run non-script code on the client machine are to use Java Applets or ActiveX controls.  Vendors such as Apple (Quicktime) that used to use browser plugins only now also have ActiveX versions of their code.  I have found ActiveX products to be easy to download and use.  That does not mean that they are easy to develop.
It is appropriate to use ActiveX when:

1. You are developing an internal application and you can dictate that all client machines will run Internet Explorer.

2. You are a software company that wants to target the large Microsoft installed base.  Note:  You may also have to develop a browser plugin version for Apple computers and linux/unix users that do not use Internet Explorer.

3. You are an end user and want to run ActiveX applications like Quicktime.
ActiveX presents a bigger security problem than Java Applets because ActiveX controls are not restricted by the Java environment.  It is important to verify the source of an ActiveX control before installing it and running it on your machine.

